At National Online Safety we believe in empowering parents, carers and educators with the information they need to hold an informed conversation
about online safety with their children, should they feel it is needed. Please visit nationalonlinesafety.com for further guides, hints and tips for adults.
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Backup your files |

If a young person has been the victim of a
successful phishing attempt, hackers may gain

access to their personal data and destroy/corrupt

it. Some hackers may ask for a ransom in order to

get files back, whilst others may simply destroy it

or even publish it on the dark web. j

s, phone calls or texts. Ti
nly carried out by an attd
eone else to influence ind

nipulates a message to make;
e from someone else, therefore If a hacker can trick children with a Ehishing attack,
e victim intg doing as they say. the chances are that they'll be back for more. They
Q deceive yo into downloading may begin asking for ‘harmless’ information, then

move on to sensitive information such as
passwords and entry codes. Many ﬁhishing attacks
start with the attacker offering to help the victim
with a common problem to build enough trust to
\ ask for information such as passwords. y
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phishing attack on a victim, they have essentially S o
found a ‘way in’, or backdoor into their online
security. Even if they do not notice any changes,
the hacker may be monitoring(/controlling their
computer without their knowledge. )
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Check official websites

W hREsage you receive,

) “'l any instructions.
PERicRweDsites online and don't
prsonal information that you
X3 Even if the message seems like
eone you know, if anything seems
bus, or matches any of the criteria
above, simply do notopeniit...

Look out for..

Suspicious URLS

| Our Expert

Q .
Emma Davis
Sometimes links and attachments aren't always what they
appear to be and could send you to a site completely different
to what was expected. Hovering over a hyperlink will displa .. .
the actual website. Some links are shortened, so the actual Emma Davis is a cyber security expert and
website address is hidden behind a generic link, such as .
goo.gl/7fh28. Never click shortened URLS. ) former ICT teacher. She delivers cyber

awareness training o organisations

nationally and has extensive knowledge
Odd sense of urgency by . :
and experience of managing how children
Cyber criminals will put fear in their victim’s mind in an attempt access services and apps online.
to push them into giving away personal information. They may X '

actasif they're trying to help create a false sense of ‘trust’ or
\_ pressure users into giving information ‘before it’s too late'.
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If you receive an email saying you've ‘Won a new phone’ or a
§§b ‘Holiday Abroad, itis likely to be a phishing email. Hackers 1
N engineer emails and trick targets into believing they’ve won

something, as it puts a false sense of trust towards the hacker. & o-’oo X 2N \
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www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 12.08.2020



